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– delegation (exceptions/interrupts)
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SBI: Supervisor Binary Interface

● RISC-V non-ISA specification
– https://github.com/riscv-non-isa/riscv-sbi-doc
– Status: v2.0 (Ratified)
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SBI: Supervisor Binary Interface

● RISC-V non-ISA specification
– https://github.com/riscv-non-isa/riscv-sbi-doc
– Status: v2.0 (Ratified)
– Access to privileged resources (M-mode)

– Platform abstraction layer

● Different implementations
– BBL, OpenSBI, ...

https://github.com/riscv-non-isa/riscv-sbi-doc
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Linux: timeline

     - MMU sv39
     - SBI v0.1

     - initial port (v4.15)      - huge pages

      - SiFive FU540

     - SBI v0.2 (HSM)

     - NOMMU

     - Kendryte k210

    - errata framework

    - SiFive FU740
    - Sipeed MAIX
    - Kendryte KD233

      - sv48 MMU
      - sv57 MMU
      - Sstc
      - Zicbom
      - Zihintpause
      - Svpbmt
      - SBI v0.3 (PMU)

      - perf: sscofpmf
      - KVM (H-ext)

      - StarFive J7110

    

      - RVV
      - Zbb (strings)
      - Svnapot
      - SBI v1.0

      - KVM perf
      - hwprobe syscall

      - Renesas RZ
      - Allwinner D1
      - VisionFive2
      - LicheePi4a

v4.19 v5.4 v5.10 v5.15 v6.1 v6.6

2018 2019 2020 2021 2022 2023

    - Zbb (bitops)
    - Zkr (entropy)
    - SBI v2.0 (DBCN)

    - Sophgo Milk-V

v6.8
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Linux: maintenance guidelines

Kernel patches are accepted for extensions that:
● have been officially frozen or ratified by the RISC-V Foundation
● have been implemented in hardware that is widely available

– see Documentation/riscv/patch-acceptance.rst

Not yet ratified functionality:

● send RFC patches for discussion and early feedback

● maintain custom Linux kernel trees
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Linux: timeline

      - MMU sv39
      - SBI v0.1
      - PLIC driver

      - initial port (v4.15)
      - kernel modules
      - legacy perf
      - dynamic ftrace

      - RV64G BPF JIT
      - huge pages
      - perf callchain
      - audit

      - SiFive FU540

     - SBI v0.2 (HSM)
     - irqchip INTC driver

     - UEFI
     - NOMMU
     - KASAN
     - seccomp
     - kgdb/kdb
     - RV32G BPF JIT

     - Kendryte k210

    - errata/alternatives
        framework
    - ASID TLB flush

    - kexec/kdump
    - kprobes
    - CMA
    - THP
    - XIP

    - SiFive FU740
    - Microchip PolarFire
    - Sipeed MAIX
    - Kendryte KD233

      - sv48 MMU
      - sv57 MMU
      - Sstc
      - Zicbom
      - Svpbmt
      - SBI v0.3 (PMU)
      - ISA extensions
          framework

      - ticket spinlocks
      - perf: sscofpmf
      - KVM (H-extension)

      - StarFive J7110
      - BeagleV Starlight

      - RVV
      - Zicboz
      - Zbb (strings)
      - Svnapot
      - SBI v1.0

      - ACPI
      - KASLR
      - KCFI (clang)
      - KVM perf
      - hwprobe syscall

      - Renesas RZ/Five
      - Allwinner D1
      - VisionFive2
      - LicheePi4a
      - BeagleV Ahead

v4.19 v5.4 v5.10 v5.15 v6.1 v6.6

2018 2019 2020 2021 2022 2023

      - SBI v2.0 (DBCN)
      - SBI v2.0 (SUSP)
      - Zbb (bitops)
      - Zkr (entropy)

      - SCS (clang)

      - Sophgo Milk-V

v6.8

2024
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Linux: RISC-V: Great Old Ones
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Linux: RISC-V: Great Old Ones in v6.8.x

● RVF/RVD, RVV
– contexts, ptrace

● Sscofpmf
– perf record

● Sstc
– accessing timer from S-mode

● Bitmanip (Zbb)
– string operations, IP/TCP/UDP checksums

● Zicbom
– cache operations for non-coherent DMA
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Linux: RISC-V: Great Old Ones in v6.8.x

● Zicboz
– clear_page

● Zihintpause
– cpu_relax

● Zkr
– archrandom

● H-ext
– KVM
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Linux: RISC-V features configuration

● Configuration
– $ make ARCH=riscv CROSS_COMPILE=riscv64-unknown-linux-gnu- defconfig

– fixup based on toolchain support

CONFIG_RISCV_ISA_C=y
CONFIG_RISCV_ISA_SVNAPOT=y
CONFIG_RISCV_ISA_SVPBMT=y
CONFIG_TOOLCHAIN_HAS_V=y
CONFIG_RISCV_ISA_V=y
CONFIG_RISCV_ISA_V_DEFAULT_ENABLE=y
CONFIG_RISCV_ISA_V_UCOPY_THRESHOLD=768
CONFIG_TOOLCHAIN_HAS_ZBB=y
CONFIG_RISCV_ISA_ZBB=y
CONFIG_RISCV_ISA_ZICBOM=y
CONFIG_RISCV_ISA_ZICBOZ=y
CONFIG_TOOLCHAIN_HAS_ZIHINTPAUSE=y
CONFIG_TOOLCHAIN_NEEDS_EXPLICIT_ZICSR_ZIFENCEI=y

arch/riscv/include/asm/vdso/processor.h.config
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Linux: RISC-V features runtime detection

● In fact it is not…

– mostly static DTS description

● Some detection is done by kernel

– misaligned access speed

● MISA register ?

– ABCDEFG...XYZ

– not extensible

● RISC-V Unified Discovery TG ?

– https://github.com/riscv/configuration-structure
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Linux: Great Old Ones in user-space
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Linux: Great Old Ones in user-space
● Basic hardware info

– mvendorid/mimpid/marchid

● CPU performance info

– misaligned support: fast/slow/emulated/unknown

● ISA extensions

– RVC/RVF/RVD/RVV

– Bitmanip (Zba/Zbb/Zbc/Zbs)

– Scalar crypto (Zbkb/Zbkc/Zbkx/Zknd/Zkne/Zknh/Zksed/Zksh/Zkt)

– Vector ctypto (Zvbb/Zvbc/Zvkb/Zvkg/Zvkned/Zvknha/Zvknhb/Zvksed/Zvksh/Zvkt)

– and more…
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On the radar
● SBI v2.0

– SUSP, CPPC, STA, PMU snapshots and more

● SBI v3.0

– DBTR, RPXY and more

● Non-ISA

– AIA, IOMMU

● ISA
– more vector and bitmanip kernel optimizations (e.g. crc32, xor, copy), 
– accelerated cryptography using Zvk* 
– Zawrs, Zicbop
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Backup
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Boot flow: basic
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Boot flow: RISC-V
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Boot flow: RISC-V
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RISC-V Runtime
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SBI
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SBI: timeline
Bridge ISA Gap Higher

Privilege 
Assistance

Virtualization Platform
Abstraction

Confidential
Computing

SBI spec
version/status

TIME
RFENCE (remote fence)

IPI (S-mode inter-processor irq)

PMU (performance monitoring)

HSM (hart state management) SRST (system reset) v1.0 (ratified)

SUSP (system suspend) STA (steal time accounting)

NACL(nested acceleration)

PMU snapshot

CPPC (collab. cpu perf ctrl)

DBCN (debug console)

v2.0 (ratified)

DBTR (debug trigger) FWFT (firmware feature)

SSE (supervisor s/w event)

RPXY (RPMI proxy) COVH
COVG
COVI

v3.0 (planned)

Source: “The SBI v2.0 and beyond”, RISC-V summit 2023, A. Patil and A.Patra

https://riscvsummit2023.sched.com/event/1QUpn/the-sbi-v20-and-beyond-atish-patra-rivos-anup-patel-ventana-micro-systems-inc
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