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noteHumansHo BaxHbix CVEs B aape Linux

(CVSS >=7.0)

https:/ /lore.kernel.org/linux-cve-announce/


https://lore.kernel.org/linux-cve-announce/

YA

Live kernel patching (livepatch) e

* Mogynb sgpa Linux (loadable kernel module)
* McnpasnenHbi ko coots. pyHkumi sapa Linux (“roueuHas npaska”)

* Metapantsbie pns nopcmctems “livepatching” B Linux

* [prmeHseTcs B runtime
* Apply: load module + enable; remove: disable + unload
* Crapbiit v HOBbBIM (MCNPABAEHHDIN) KOA COCYLLECTBYIOT B NAMSTM.
* [lpoueccsl - no ouepepp.
* stop_machine() He HyxHa (x86-64, PowerPC, s390x).
* /sys/kernel/livepatch
* lokymeHTauus:

https:/ /www.kernel.org/doc/html/latest/livepatch/livepatch.html


https://www.kernel.org/doc/html/latest/livepatch/livepatch.html
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Livepatch: demo ihe

Ubuntu 24.04.1 x86_64, kernel 6.8.0-41-generic
Syzkaller: General protection fault in nf_tproxy_laddr4 (netfilter).

Mainline: commit 2l1a673bddc8f, May 13, 2024
Author: Florian Westphal <fw@strlen.de>
netfilter: tproxy: bail out if IP has been disabled on the devices

net/ipv4/netfilter/nf_tproxy_ipv4.c:
@@ -58,6 +58,8 @@ __be32 nf_tproxy_laddr4a(struct sk_buff *skb, _ be32
user_laddr, _ _be32 daddr)

laddr = 0;

indev = __in_dev_get_rcu(skb—dev);
+ if (!indev)
+ return daddr;

[...]
https:/ /syzkaller.appspot.com/bug2extid=b94a6818504ea90d766]


https://syzkaller.appspot.com/bug?extid=b94a6818504ea90d7661
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Rebootless patching e

* Passutne
* 2008 - Ksplice
* 2014 - KPatch (RedHat), kGraft (SUSE); KernelCare / TuxCare

* 2015 - Livepatch g agpe Linux 4.0 (RedHat + SUSE)
* 2019 - production-ready Livepatch B sagpe Linux 5.1

® Production
* RedHat, SUSE, Canonical, ... - Livepatch

* Oracle - Ksplice

* CloudLinux - TuxCare / KernelCare



leQ
[TaTumM TO, YTO BOXHO e

Ha npakTuke:

* RedHat:

«Linux kernel live patching is a way to apply critical
and important security patches [...]»

* SUSE:

«Live Patching [...] can be used to perform critical
security updates and/or serious bug fixes»

* Canonical:

«Canonical Livepatch patches high and critical linux
kernel vulnerabilities [...] »

M Stability, ... ™ Security
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Ftrace, «tunction tracing» ke
* C6op aaHHbIX 0 paborte sapa Linux / Android

* Static tracepoints

* Dynamic tracing - aprymMeHTbl M BO3Bp. 3Ha4YeHMs dyHKumid, latencies 1 1.4,
®* Pacwupenue dpyHkumoHansHoctv agpa Android

* Vendor hooks: static tracepoints + vendor modules
* [Nnatdopma ans gpyrux MHCTPYMEHTOB

* eBPF, kprobes-on-ftrace, ...

* «[epenanpasnenune» (redirection) pyHkumiA

https:/ /www.kernel.org/doc/html/latest/trace /ftrace.html
https:/ /www.kernel.org/doc/html/latest/trace /firace-uses.himl


https://www.kernel.org/doc/html/latest/trace/ftrace.html
https://www.kernel.org/doc/html/latest/trace/ftrace-uses.html

Dynamic ftrace, x86-64

nf_tproxy_laddr4(), Ftrace disabled:

Of
S)o
89
48

[...

1f 44 00 00 nopl

push
0 mov
89 e5 mov

]

Ox0(%rax,%rax,1)
%rbp

%esi,%eax
%rsp,%rbp

nf_tproxy_laddr4(), Ftrace enabled:

e8 9b 9c 00 00 call

S)5
89
48

[...

push
0 mov
89 e5 mov

]

ftrace_*caller()
%rbp

%esi,%eax
%rsp,%rbp

YA
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ftrace_xcaller(), per-function:

save registers to pt_regs

call ftrace_handler_func
# MOXEeT MeHATb PerucTpbl B
# pt_regs n cTek

restore registers from pt_regs
ret



Ftrace: nepeHanpaBneHme GyHkuUMH

Caller:
call original_function

[...]

original_function() ;: —
call ftrace_xcaller()

push %rbp <«
mov %esil,%eax
mov %rsp,%rbp

[...]

ret

>

ftrace_regs_caller():

save registers to pt_regs

call ftrace_handler

restore registers from pt_regs
ret
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Ftrace: nepeHanpaBneHme GyHkuUMH

Caller:

call original_function

[...

]

original_function() ;: —

call
push
mov
mov

[...

ret

]

>

ftrace_xcaller()
%rbp

%esil,%eax
%rsp,%rbp

ftrace_regs_caller():

new_function():

push
[...

ret

nop <«

]

%rbp

save registers to pt_regs

call ftrace_handler

restore registers from pt_regs
ret

YA
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Dynamic ftrace, x86-64 ire
Of 1f 44 00 00 nopl OxB(%rax,%rax,1)
[...]

|

cc 1f 44 00 00 int3,

[...]
1 sync_cores|)

cc 9b 9¢c 00 00 int3,

[...]
1 e

e8 9b 9c 00 00 call ftrace_*caller()

[...]
1 ez




Dynamic ftrace, RISC-V

13 00 00 00 nop
13 00 00 00 nop
01 11 addi sp,sp,-32
06 ec sd ra,24(sp)
[...]
| )
97 62 dO ff aulpc t0,0xffdO6
e7 82 e2 80 jalr t0,-2034(t0)
# <ftrace_caller>
01 11 addi Sp,sp, -32
06 ec sd ra,24(sp)
[...]

YA
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Dynamic ftrace, RISC-V

13 00 00 00 nop
13 00 00 00 nop
01 11 addi sp,sp,-32
06 ec sd ra,24(sp)
[...]
JEEEE - Joporo!
97 62 dO ff aulpc t0,0xffdO6
e7 82 e2 80 jalr t0,-2034(t0)
# <ftrace_caller>
01 11 addi Sp,sp, -32
06 ec sd ra,24(sp)
[...]

YA
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Dynamic ftrace, RISC-V

YA

ine

CONFIG_PREEMPT=y ¢

15 00 00 0O nop_ preempted here
13 00 00 00 nop
01 11 addi sp,sp,-32
?6 e§ sd ra,24(sp) bes stop_machine()?
97 62 dO ff auipc4 t0,0xffd06 resumed here
e7 82 e2 80 jalr t0,-2034(t0)
# BOOM!
01 11 addi Sp,sp, -32
06 ec sd ra,24(sp)
[...]
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Livepatch: consistency model e

* BaxHO:

* He meHsem yHKUMM BO Bpems X paboThl

* Heckonbko ¢YHKUMM - MK CTAPbLIM KOA, UM HOBBIM, HO HE CMECh

* Consistency model - kto 1 korga yBuaut Hoeble GyHKLMUM
* Per-thread / per-task

* Thread cnut - nposepsiem stack trace u nepekniodaem.

HyxHo: reliable stack traces!

* Thread BbIxogmMT B Userspace - NepeksoYaeM.

Honro He Boixogmt - signal. 15 ¢ - curnan - 15 c.

* Thread Hukorga He BLIXOAUT B Userspace - ¢
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[Nonnepxka Livepatch, Linux kernel 6.11 ine

RISC-V

AArché4

(RV64G)

Dynamic ftrace with function
redirection

No stop_machine()

Safe w.r.t. full preemption

Reliable stack traces

Simple livepatches

Build tools: kpatch-build
New build tools: klp-build

Pabotaer Ectb natum He peannsoeaHo
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Livepatching - cnoxHo, Ho He 3anpegenbHO Do

* HaBbiku:
* Xopouee 3HaHUe a3bika C
* YmeHue pasbupatbes B koge agpa Linux

* 3HaHKWe TMNOBLIX «NOABOAHBIX KAOMHEMN» B Livepatching

* Open-source nHcTpymeHThl: kpatch tools (RedHat, ...)

* C6opka livepatch-mogyneit:
* kpatch-build (stable),
* klp-build (in development)

* Pabora c livepatch’amu B runtime - kpatch script

https://github.com/dynup/kpatch/

20


https://github.com/dynup/kpatch/

YA

Livepatching e

AHanus
popabotka

source lNopaepxka

patch’a

21
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Ananms n gopabotka source patch’a e

Ob6s3aTensHo aHanmaupyem source patch!

* YTto MMEeHHO genaer source nartye

* Bo3MoXHO nv NPUMEHUTL M3MEHEHMS B runtime?
* Kakune dyHkumm mensotcae Kak oHM cBA3aHbI?
* Korpa BhizbiBatOTCAS __inite
* Yacro nu BeisbiBatotca? donro nu pabotaior?

* MeHsieT N1 NaTy CTPYKTYPbl AAHHBIX UK CEMOHTUKY?S

L 4

[lonesHo:
https://github.com/dynup/kpatch/blob/master/doc/patch-author-guide.md

22


https://github.com/dynup/kpatch/blob/master/doc/patch-author-guide.md

YA
Ananms n gopabotka source patch’a e

struct some_struct {

struct kref ref;

i
struct some_struct *some_obj;
some_obj = kzalloc(sizeof(*some_obj), ...);

kref_init(&some_obj—ref);

o kref init:
* refcount=1
* kref_get(&ref)
* refcount = refcount + 1
* kref_put(&ref, delete_some_obj)
* refcount = refcount - 1
* refcount == 02 delete_some_obj()

23



AHanuns u popaboTka source patch’a

struct some_struct {

struct kref ref;

b
struct some_struct *some_ob7j;
some_obj = kzalloc(sizeof(*some_obj),

kref_init(&some_obj—ref);

)

o kref init:
* refcount=1
* kref_get(&ref)
* refcount = refcount + 1
* kref_put(&ref, delete_some_obj)
* refcount = refcount - 1
* refcount == 02 delete_some_obj()

static int start_activity(...)

{
// use some_obj
}
static int stop_activity(...)
{
// stop using some_obj
}
int handle_command(int cmd, ...)
{
if (cmd = START_ACTIVITY) A
err = start_activity(..., some_obj);
} else if (cmd = STOP_ACTIVITY) {
err = stop_activity(..., some_obj);

}.

1
// Mewdy start_activity() u stop_activity()

// npoxoduT Bpems.

YA

ine
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AHanus n gopaboTka source patch’a e
static int start_activity(...) static int patched_start_activity(...)
{ {
// use some_obj ..
} kref_get(&some_obj—ref);

// use some_obj
static int stop_activity(...)

{ I3
// stop using some_obj
} static int patched_stop_activity(...)
{

// stop using some_obj
kref_put(&some_obj—ref, delete_some_obj);

25
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AHanuns u popaboTka source patch’a Do
static int start_activity(...) static int patched_start_activity(...)
{ {
// use some_obj ..
} kref_get(&some_obj—ref);

// use some_obj
static int stop_activity(...)

{ }
// stop using some_obj
} static int patched_stop_activity(...)
{

// stop using some_obj
kref_put(&some_obj—ref, delete_some_obj);

26
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Ananms n gopabotka source patch’a e

«Shadow variables»

| Livepatch module
Xeris some data,
[ . ]i/ D42
some_obj p .
| some other data,
.~ ID32768 |

klp_shadow_alloc(&obj, id, ..)
klp_shadow_get(&obj, id, ..)
klp_shadow_get_or_alloc(&obj, id, ..)
klp_shadow_free(&obj, id, ..)

27



Ananus n gopabotka source patch’a

static int patched_start_activity(...)

{
void xpatch_data;
patch_data = klp_shadow_get_or_alloc(some_obj, 42 /* ID %/,
if (patch_data)
kref_get(&some_objoref);
// use some_obj
}
static int patched_stop_activity(...)
{
void *patch_data;
// stop using some_obj
patch_data = klp_shadow_get(some_obj, 42 /* ID %/);
if (patch_data) { // paboTaeM no-HOBOMY TONbKO B 3TOM Clly4yae
kref_put(&some_obj—kref, delete_some_obj);
}
}

// Free - B KPATCH_POST_UNPATCH_CALLBACK() unu B delete_some_obj().

YA

ine
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Ananms n gopabotka source patch’a e

Pynkunm 6es noanepxku Firace (lib/, notrace, ...)

// 1lib/idr.c: // 1lib/idr.c:
int idr_alloc_u32(...) int idr_alloc_u32(...)
{ {
} }
// net/9p/client.c int patched_idr_alloc_u32(...)
static struct p9_fid *p9_fid_create(...) {
{
¥

ret = idr_alloc_u32(..);
.. // net/9p/client.c
} static struct p9_fid *p9_fid_create(...)

{

ret = patched_idr_alloc_u32(..);

29
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Ananms n gopabotka source patch’a e

He mMmeHseM nu n1wiHero?®

kpatch-build:

Extracting new and modified ELF sections
nf_tproxy_ipv4.o: changed function: nf_tproxy_laddr4
Patched objects: net/ipv4/netfilter/nf_tproxy_ipv4.ko

inlined ¢yHkumm
* compiler optimizations (*.isra™, *.constprop™, ...)

__LINE__

[lonesHo:
https://github.com/dynup/kpatch/blob/master/doc/patch-author-guide.md

30


https://github.com/dynup/kpatch/blob/master/doc/patch-author-guide.md

Livepatch: caenai cam

Lna cbopku:
* kpatch tools (kpatch-build)

* Source patch file
* Kernel source tree

* .config

*

vmlinux ¢ debug info

$ kpatch-build \
-s ./linux-source-6.8.0 \
-¢ ./config-6.8.0-41-generic \
-v ./vmlinux-6.8.0-41-generic \
./netfilter-tproxy-fix.patch

Building original source
Building patched source
Extracting new and modified ELF sections

Building patch module:
livepatch-netfilter-tproxy-fix.ko
SUCCESS

YA

he
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Cumulative patches & atomic updates

* "Hakonutenshbie”(cumulative) livepatch’v

fix-CVE-2023-6200.patch
fix-CVE-2024-43888.patch
fix-BUG-12382.patch
fix-BUG-32784.patch

=)

fixes-v1.0.patch

=)

* Upgrade v1.0 => v2.0 (atomic replacement)

livepatch-fixes-v1.0.ko

# kpatch load livepatch-fixes-v1.0.ko

# kpatch load livepatch-fixes-v2.0.ko // (replaces and disables v1.0)
# kpatch unload livepatch-fixes-v1.0

* Downgrade v2.0 =>v1.0 (unload+load)

# kpatch unload 1livepatch-fixes-v1.0
# kpatch load livepatch-fixes-v2.0.ko

YA

ine
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YA
Livepatch: tectuposanme, Boinyck, nogaepxka Do

* TectTMpoBaHHe

* Hapol!

* Insa kaxpon Bepcum agpa Linux

* CeMaHTHKQ NATYA + WTATHBIE NPOBEPKM

* MNpumenenmne / otkniouenne / update / downgrade (!), & 1.4. nog Harpyskow
* [NocTapmmHbIM BbINYCK + MOHUTOPUHT

* [Nlopo3putenbHbie cbomn B cucTeme

* Ownbku Npu NPUMEHEHUM NATYA

* [Noppepxka nocne BbiNycka

33
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Livepatching e

AHanus
popabotka

source lNopaepxka

patch’a

34
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Ananus 1 gpopabotka source patch’a e

linux-stable, 4.9.y, CVE-2020-14305

commit 396ba2fc4f27efb6ca4bbcOB098bfddfada76dc4c?
Author: Vasily Averin <vasily.averin@linux.dev>
Date: Tue Jun 9 10:53:22 2020 +0300

netfilter: nf_conntrack_h323: lost .data_len definition for Q.931/ipvé

—-—- a/net/netfilter/nf_conntrack_h323_main.c
+++ b/net/netfilter/nf_conntrack_h323_main.c
@@ -1225,6 +1225,7 @@ static struct nf_conntrack_helper
nf_conntrack_helper_qg931[] _ _read_mostly = {

{
.hame = "Q.931",
.me = THIS_MODULE,
+ .data_len = sizeof(struct nf_ct_h323_master),
.tuple.src.l3num = AF_INETS6,
.tuple.src.u.tcp.port = cpu_to_bel6(Q931_PORT),

.tuple.dst.protonum = IPPROTO_TCP,

38
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AHanuns u popaboTka source patch’a Do
NHuMumanmsaums OaHHbIX
Commit 54a020552eleq,

KVM: x86: work around infinite loop in microcode when #AC is delivered»

static int (*const svm_exit_handlers[]) (struct vcpu_svm *svm) = {

[SVM_EXIT_EXCP_BASE + MC_VECTOR]
+ [SVM_EXIT_EXCP_BASE + AC_VECTOR]

mc_interception,
ac_interception,

@@ -3580,6 +3580,9 @@ static int handle_exit(struct kvm_vcpu *vcpu)

return 1;
}
+ if (exit_code = SVM_EXIT_EXCP_BASE + AC_VECTOR)
+ return ac_interception(svm);

return svm_exit_handlers[exit_code](svm);

39
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Pabotaer - He Tporai? e

linux-stable, 4.9.y

commit 396ba2fc4f27ef6c44bbc0098bfddfada76dcac?
Author: Vasily Averin <vasily.averin@linux.dev>
Date: Tue Jun 9 10:53:22 2020 +0300

netfilter: nf_conntrack_h323: lost .data_len definition for Q.931/ipvé

CVE-2020-14305, remote denial of service (RDoS)
CVSS score: 8.1 (High)

«This flaw allows an unauthenticated remote user

to crash the system, causing a denial of service.»
(https://nvd.nist.gov/vuln/detail /CVE-2020-14305)

40


https://nvd.nist.gov/vuln/detail/CVE-2020-14305
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