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3auem Mbl 3aecbe

3aTpaska
Xotenocb Bcero 1 cpasy:
® Nposeputs Hawwm PCle Ha [MTTTNC

® Radeon Boobuie cmoxet 8 OpenGl
nog RISC-V Linuxe

® A opyrue ycTpoiicteae

® CraHOopTH OTKPBITH, APANBEPL TOXE

YA

e
MuHyTouKY!
® BAR'w Bneanu c Tpetbero pasa
® IP-6rnok cnomancs o npepbiBaHMS
® Bce ykasatenu ncnopuensl
® Ko HyXHO oTyunth OT 32-6UTHOCTM

®* Mumoxogom obHapyxuncs 6ar 8 MMU



3auem Mbl 3aecbe

PCle B xx13HM yenoseka

CeTeBble KapThl

ToebosaHnus Enterprise: RDMA,
Infiniband

Hakonutenu
KopauHsl ckopocTHeix NVMe

[lpoume apanTepsl
SAS, iISCSI m np.




Kpatkas cnpaeka

Obwwue pernctpei

[l AMD GPU

drivers/gpu/drm/amd/amdgpu/amdgpu_device.c

int amdgpu_device_health_check()
{
pci_read_config_dword(pdev, PCI_COMMAND, &status);

if (PCI_POSSIBLE_ERROR(status)) {
dev_err(dev, "device lost from bus!");

ret = -ENODEV;

YA

drivers/nvme/host/pci.c

pci_read_config_word(dev,
PCI_STATUS, &pci_status);



Kpatkas cnpaeka \ /

Pernctpet MMIO

[l AMD GPU

drivers/gpu/drm/amd/amdgpu/amdgpu_device.c drivers/nvme/host/pci.c

nvme_pci_enable(dev)
{
if (readl(dev—bar + NVME_REG_CSTS) = -1) {
result = -ENODEV;

goto disable;
int gfx_v8_0_ring_test_ring(adev) 1

{
WREG32 (mmSCRATCH_REGO, OxCAFEDEAD);



KpaTkas cnpaeka \ /

BAR

readl(dev—bar + NVME_REG_CSTS)

39/48/57-6utHoe NPOCTPAHCTBO BUPTYQNbHLIX OAPECOB

56-6UTHOE NPOCTPAHCTBO PUIUYECKUX QLPECOB

SRAM 12C0O | 12C1 m PCle ctrl PCle BARs
NVMeO GPUO | GPUO
BARO BARO BARS

devobar = ioremap(pci_resource_start(pdev, 0), size);

NVMel
BARO

dev->bar_mapped_size = pci_resource_len(pdev, 0)




Mpobnems ¢ GPU

Tunbl BAR 0B 1 kapTa namsaTu

Tpu BAR'a pna AMD GPU: Ho:

# cat /proc/iomem

* VRAM: 256 Mub+

40000000-40ffffff : 4000000.pcie config
41000000-4fffffff : pcie(@4000000 # 240MiB

* Prefetchable, 64-bit 41000000-410FFFFF

: PCI

Bus 0000:01

400080000-47effffff : System RAM # DDR > 4GiB

400202000-4041b3927 :

° 400202000-40095aa73 :

403a00000-403dfffff

Ke

rnel image
Kernel code

: Kernel rodata
404000000-4041487FF :
° 404149000-4041b3927 :

Kernel data
Kernel bss

YA

e



Mpobnems ¢ GPU A /

AN
Tunsl BAR 0B 1 kapta namstv (sTopas nonbitka) e

Tpu BAR'a pna AMD GPU: Ho:
# cat /proc/iomem

* VRAM: 256 Mub+
* Prefetchable, 64-bit

* MMIO (pernctpsl): 256Knb

400080000-47effffff : System RAM # DDR > 4GiB
400202000-4041b3927 : Kernel image
° _ 400202000-40095aa73 : Kernel code
NOH prefeTChObb 403a00000-403dfffff : Kernel rodata
404000000-4041487Fff : Kernel data
. 404149000-4041b3927 : Kernel bss
* 32-bit only

2001000000-2fffffffff : pcie@4000000 # > 4GiB
2080000000-21ffffffff : PCI Bus 0000:01



Mpobnems ¢ GPU

YA

Tunel BAR 0B 1 kapTa namsaTtm (TpeTtbs nonsiTkal) e

Tpu BAR’a pna AMD GPU:

* VRAM: 256Mub+
* Prefetchable, 64-bit

* MMIO (pernctpsl): 256Knb
* Non-prefetchable
* 32-bit only

* Doorbells: 2Mub

* Prefetchable, 64-bit

Ho6aeunu eropoi AXI Slave:

# cat /proc/iomem

41000000-4FFfffff : pcie(@4000000
41000000-410fffff : PCI Bus 0000:01
41000000-4103ffff : 0000:01:00.0
41040000-4105ffff : 0000:01:00.0
41060000-41063fFff : 0000:01:00.1
41100000-4110ffff : 0000:00:00.0

2001000000-2fffffffff : pcie@4000000
2080000000-21ffffffff : PCI Bus 0000:01
2080000000-20801fffff : 0000:01:00.0
2100000000-21ffffffff : 0000:01:00.0

# lspci -vvvs 01:00.0

Region 0: Memory at 2100000000 (64-bit, prefetchable) [size=4G]
Region 2: Memory at 2080000000 (64-bit, prefetchable) [size=2M]
Region 5: Memory at 41000000 (32-bit, non-prefetchable) [size=256K]
Expansion ROM at 41040000 [disabled] [size=128K]



Kpatkas cnpaeka \ /

A
TLP e

1 tmp = RREG32_S0C15(GC, O, mmCP_RB_DOORBELL_CONTROL);

PCle BARs

NVMe HW

Root Complex
(PCle controller)




Kpatkas cnpaska v

A
TLP e

tmp = RREG32_S0C15(GC, O, mmCP_RB_DOORBELL_CONTROL);

l PCle BARs
GPUO
BART

NVMe HW

Root Complex |
126 ool TLP (MRd) PCle fabric TLP (MRd)

3 4




Kpatkas cnpaska v

A
TLP e

tmp = RREG32_S0C15(GC, O, mmCP_RB_DOORBELL_CONTROL);

PCle BARs

NVMe HW

t 7 TLP (CpID) 6 TLP (CpID) 5

Root Complex ) |
126 ool TLP (MRd) PCle fabric TLP (MRd) GPU HW




Kpatkas cnpaska v

A
DMA e

>“

TLP (MRd) 2 TLP (MRd) 1

Root Complex |
(PCle controller) TLP (CpID) TLP (CpID)
>

/ 8




Kpatkas cnpaeka

Circular buffers 0/2

Userspace App + OS driver

l 1 - MNMopgrotoBka AAHHbBIX

YA

e

DDR

Cmd
Cmd
Cmd
Cmd
Cmd

Status
Status
Status
Status
Status

Data
Data
Data
Data
Data

ptr
ptr
ptr
ptr
ptr

Data Chunk 0

Data Chunk 1

O - 3anucats agpec Kb




KpaTtkas cnpaska Y%

Circular buffers 1/2 e

Userspace App + OS driver

2 - lNoprotToBka KOMaHA
DDR
v
| Cmd | Status | Data ptr - , Data Chunk ©
| Cmd | Status | Data ptr-l_
| Cmd | Status | Data ptr |
| Cmd | Status | Data ptr |
| Cmd | Status | Data ptr | Data Chunk 1

3 - Mo3eoHuTb B doorbell




Kpatkas cnpaeka

Circular buffers 2 /2

Userspace App + OS driver

YA

e

DDR

| Cmd | Status | Data ptr —-

| Cmd | Status | Data ptr-l_

| Cmd | Status | Data ptr |

| Cmd | Status | Data ptr |

| Cmd | Status | Data ptr |
3 f

Data Chunk 0

Data Chunk 1

6 - O6HOBUTb CTATYCHI

4 - [NpoyecTb KOMAHAbI

BAR

5-1/0

7 - Otnpaeuts MSI (TLP MWr)




Mpobnemb ¢ NVMe

MSI overflow

Userspace App + OS driver + RC

1 - Commands 2-1/0 3 - MSIs

FYVVVY FYVVVY

X

NVMe HW

YA

e

Y RC nepenonnunca FIFO
npepsBaHM!

PeweHnus:

* Cokpatnts mybuHy ouepen
(nvme.io_queue_depth: 1024 > 8)

* Ontummnanposats 0b6paboTky
NPEPLIBAHMI

® lobasnTs 06bpaboTky
ownb oK



Mpobnems ¢ GPU A/

AN
[lamsTb png rings M KOrepeHTHOCTb Do

https://1kml.org/1kml1/2018/5/18/979

CPU Cache

dma_map_single(, dir)
dma_sync_single_for_cpu(, dir)
dma_sync_single_for_device(, dir)
dma_unmap_single(, dir)

map for_cpu for_device unmap
TO_DEV writeback none writeback none
TO_CPU invalidate invalidatex* invalidate invalidatex*
BIDIR writeback invalidate writeback invalidate

[ Ton HaNUUKMK KOrepEeHTHOTO NOPTA
3TW QYHKLUMM BEIPOXOAIOTCS B NO-0P




Mpobnems ¢ GPU

YA

[lamsate ang rings ¥ DMA AP bie

CPU Cache

linux/drivers/gpu/drm/ttm/ttm_pool.c

static struct page *ttm_pool_alloc_page(..., unsigned int order)

{
vaddr = dma_alloc_attrs((1ULL << order) * PAGE_SIZE,
&dma—addr, gfp_flags, attr);



Mpobnems ¢ GPU A/ [
Het kewa, HeT npobnem N

linux/drivers/gpu/drm/ttm/ttm_pool.c

static struct page *ttm_pool_alloc_page(..., unsigned int order)

{
vaddr = dma_alloc_attrs((1ULL << order) * PAGE_SIZE,
&dma—addr, gfp_flags, attr);

Device Tree

reserved-memory { opensbhi-domains {
linux, dma@0 { compatible = "opensbi,domain,config";
DMA1 compatible = "shared-dma-pool";
reg = <UPPER32(BASE) LOWER32(BASE) dma_mem: dma_mem {

HW UPPER32(SIZE) LOWER32(SIZE)>; compatible = "opensbi,domain,memregion";
linux,dma-default; base = <UPPER32(BASE) LOWER32(BASE)>;
no-map; order = <LOG2_DMA_SIZE>;

} mmio;

} b

20



Mpobnems ¢ GPU A /
Rings 1 HerogHble agpeca N

linux/drivers/gpu/drm/ttm/ttm_pool.c

static struct page *ttm_pool_alloc_page(..., unsigned int order)
{
vaddr = dma_alloc_attrs((1ULL << order) * PAGE_SIZE,
&dma—addr, gfp_flags, attr);

/* TODO: This is an illegal abuse of the DMA API, but we need to rework
* TTM page fault handling and extend the DMA API to clean this up.
*/

struct page *p; https://lore.kernel.org/linux-mm/20190614134726.3827-13-hch@lst.de/

Subject: [PATCH 12/16] staging/comedi: mark as broken

if (is_vmalloc_addr(vaddr))

p = vmalloc_to_page(vaddr): comedi_buf.c abuse the DMA API in gravely broken ways, as it assumes it

else can call virt_to_page on the result, and the just remap it as uncached
using vmap. Disable the driver until this API abuse has been fixed.
p = virt_to_page(vaddr);

Signed-off-by: Christoph Hellwig <hch(@lst.de>



Mpobnems ¢ GPU A/

(AN
CMA emecto DMA e

diff --git a/kernel/dma/contiguous.c b/kernel/dma/contiguous.c

index 055da4l10ac71..4d1f636d165a 100644

--- a/kernel/dma/contiguous.c

++ b/kernel/dma/contiguous.c

@@ -360,7 +360,7 @@ struct page *dma_alloc_contiguous(dev, size, gfp)

if (dev—cma_area)
Device Tree

return cma_alloc_aligned(dev—cma_area, size, gfp);

) ) reserved-memor
if (size < PAGE_SIZE) v y {
1
- return NULL; inux,dma@@ {
. size = PAGE_SIZE: compatible = "shared-dma-pool";

reg = <UPPER32(BASE) LOWER32(BASE)
UPPER32(SIZE) LOWER32(SIZE)>:
1linux,cma-default;

Itit's stupid but it works, it isn't stupid.

reusable;

b
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Mpobnems ¢ GPU A/

A
DEBUG_PAGEALLOC LN

[loka pasbupan CMA, Bknioumn oTnaaky, nepectano 3arpyxaTbes!

HyHO BCerna AepxaTb HArOTOBE CBEXEE 4APO

commit 311cd2f6e25380cff0abc2884dcbaldd33bcIb5c3
Author: Alexandre Ghiti <alexghiti@rivosinc.com>
Date: Wed Nov 8 08:59:30 2023 +0100

riscv: Fix set_memory_XX() and set_direct_map_XX() by splitting huge linear mappings

When STRICT_KERNEL_RWX is set, any change of permissions on any kernel
mapping (vmalloc/modules/kernel text...etc) should be applied on its
linear mapping alias. The problem is that the riscv kernel uses huge

mappings for the linear mapping and walk_page_range_novma() does not
split those huge mappings.

So this patchset implements such split in order to apply fine-grained
permissions on the linear mapping.

23



Mpobnems ¢ GPU A/

(AN
GFP_DMA32 e
Ha:

-—— a/drivers/gpu/drm/ttm/ttm_device.c

++ b/drivers/gpu/drm/ttm/ttm_device.c

@@ -96,7 +96,7 @@ static int ttm_global_init(void)
ttm_pool_mgr_init(num_pages);
ttm_tt_mgr_init(num_pages, num_dma32);

- glob—dummy_read_page
+ glob—dummy_read_page

alloc_page(__GFP_ZERO | GFP_DMA32 |
alloc_page(__GFP_ZERO |
__GFP_NOWARN) ;

Ho:

# cat /proc/iomem

400080000-47effffff : System RAM # DDR > 4GiB
400202000-4041b3927 : Kernel image
400202000-40095aa73 : Kernel code
403a00000-403dfffff : Kernel rodata
404000000-4041487ff : Kernel data
404149000-4041b3927 : Kernel bss

24



Mpobnems ¢ GPU A/

AN
Lpyrve nocneactsms He-32-O6UTHOM NAMSATH N

linux/drivers/gpu/drm/ttm/ttm_device.c

* @Quse_dma_alloc: If coherent DMA allocation API should be used.

* (@Quse_dma32: If we should use GFP_DMA32 for device memory allocations.

int ttm_device_init(..., bool use_dma_alloc, bool use_dma32)

drivers/gpu/drm/amd/amdgpu/amdgpu_ttm.c

@@ -1829,8 +1829,8 (@@ int amdgpu_ttm_init(struct amdgpu_device *adev)
r = ttm_device_init(

- adev—need_swiotlb,

- dma_addressing_limited(adev—>dev));

+ true,

+ false);

25



Mpobnems ¢ GPU

A kak 310 obownu B x86°2

AMD EPYC 7313

% sudo cat /proc/iomem
# 32-bit addresses
000ab000-000fffff : Reserved
000al000-000bffff : PCI Bus 0000:40
000cO000-000dffff : PCI Bus 0000:00
000fOOC0-000Fffff : System ROM
00100000-2fffffff : System RAM # 768MiB

b000BOOO-b3cfffff : PCI Bus 0000:40
bOOCOOBO-bOLfffff : PCI Bus 0000:46
b2000000-b30fffff : PCI Bus 0000:44

b2000000-b30fffff : PCI Bus 0B00:45
b2000000-b2ffffff : 0000:45:00.0
b3000000-b301ffff : 0000:45:00.0

YA

e

# 64-bit addresses

100000000-404fdfffff : System RAM # 253GiB
404Fe00000-404FfFfffff : Reserved
4050000000-804f2Fffff : System RAM # 255GiB

49f3000000-49fF43Fffff : Kernel code
49F4400000-49F52F0Ffff : Kernel rodata
49f5400000-49f5836chf : Kernel data
49162d9000-49F67FFfff : Kernel bss

20080200000-280801fffff : PCI Bus 0000:40
20080200000-200803fffff : PCI Bus 0000:41

26



Mpobnems ¢ GPU A/

A
bar s TLB e

[OAHHbIE YOANEHbI]

27



Bot 1 Bcé! Y%
AN
YcnewHsbin 3anyck Do

# glmark2-es2-drm -b "shading:model=cat:duration=6000" --annotate

OpenGL Information

GL_VENDOR: AMD

GL_RENDERER: AMD Radeon RX 560 Series (radeonsi, polarisl1, LLVM 15.0.3, DRM 3.57, 6.9.1)

GL_VERSION: OpenGL ES 3.2 Mesa 24.0.9 ey

Surface Config: buf=32 r=8 g=8 b=8 a=8 depth=24 stencil=0 samples=0 — ”“@:;1. ':_':'_':
Surface Size: 1920x1080 fullscreen o S

s

" FPS: 41 [shading] duration=6000:model=cat
= 2 !

28



Bot u Bcél

BoiBOgb!

Utoro:

® 3usenenbii B nepsbiit 411b
yyacTtok RAM m3basut oT psao
npobnem

® [17 PCle BARs tpebyetcs asa

DErMOHQ:
* Ogun B nepebix 4ub (MMIO)
* Bropoit orpomHbiit (mamsTs)

orC [OMXEH CNPABAATHCS C
notokom MSI

®Yocn [0PaMBEPOR NPOBEPEHH
TONbKO Ha X860, obecneumnTs Kpocc-
NMNATGOPMEHHOCTb NPEACTOUT
CaAMMM

® 10610 O0EPXATb NOA, PYKOM
HECKOMbKO penm3os aapa Linux

® 10609 sk30THMUECKAS
KOHOUIYPaUMI MOXET OKA3AThCS
None3HoOM

YA

e
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